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. The purpose of this document is to implement the Privacy
Act of Egﬂ {P.L, 93-579) in accordance with the procedurez esteblished

in the Departmnt of the Interior regulations contained in 43 CFR 2,46
through 2.79, and in the Departmental Mamual Part 383, Policies and
Procedures for Implementing the Privacy Act of 1974. "It also provides
guidelines for routing, recording, processing and reporting requests for
access to and amendment of records.

2. Definicions.
a. .Act. Section 3 of the Privacy Act, 5 U.S.C. 552a (P.L. 93-579).

b. Bureau. Office of Surface Mining Reclamation and Enforcement
(OSMRE) .

c. Individual. A citizen of the United States or an allen lawfully
adnitted Tor permanent residence.

d. Maintain. Pertains to records including their eollection,
retention, use or dissemination.

e. Record. '"Record" means any item, collection, or grouping of
information about an individual that is mainteined by the Departwent or
Bureau, including but not limited to, education, financial rrangactions,
medical history, and criminal or employment history, argl that contains
the individual's name, or other particular means of identifying the
individual, such as a finger or voice print, photograph, or social
security mjnﬂ:er.

£, System of Records. A grouwp of any records under the control of
the Department or u from which information is retrieved by the neme
of the individual or some identifying mmber or symbol assigned to the
individual.

g. System Notice. ' The notice describing a system of records

required .5.C. 552a4(e) (4) to be published In the Federal % ter -
when a new system 1s estsblished or an existing system 1s revised.

3 tem gr. The official designated in a system notlce as
n% trative responsibility for a system of records (also see
3.5.{10)(a)}. '




i. Medical Records. Reconds which telabe fo'the identi¥icwelon, -
prevention, cure or aileviation of any disease, illness or injury j
including psychological disorders, alconolism and drug addiction. U

j. Persomnel Management Records. Records malatained by ORRE and
used for personnel management programs or processes such as gfaffing,

employee development, retirement, and grievances and appesls.

: k. Statistical Records. Records in a system of records maf_r_:tairuad *
 for statistical research or reporting pu:gpose.s only and not used:in :
making any determination about an identifiable individual.

i

L. Routine Use. Use of = record for a purpose which is compatible
with the purposé for which it was collected,

m. Computer Matching. A procedure in which a computer 1z used to
compare two or more automated systems of records or 2 single system with
a set of non-Federal vecords to find data which are comuon to more than
one system or set, conducted for the purpose of improving Government
cperations, reducing losses from fraud, sbuse, error, or loan defaults,
and asasuring the proper use of Govermment funds and property.

3. Policy/Procedures,

4. Responsibility,

(1) Privacy Act Officer. The Assistant Director, Budget and
Administration, TLE 43 the QSMRE Privacy Act Officer ‘i
‘responsible for administering the Act.

(2) Assistant Priv Aot Officer., The Chief, Division of
Pergornel, is Hé'sm as t% Assistant Privacy Act Officer.

(3> P‘ri% Act Liaison Officers, The Chiefs of che
Adminlsrrative ter, Rasrern d Operationg and Western Field
Operations are designated as Privacy Act Lialson Officers and should
coordinate Privacy Act requests involving their respective areas of

responsibility with the Assistant Privacy Act Officer.

Privacy Act Liaison Officers and Field Office Directors shall dewvelop
guidelines and operating procedures consistent with this directive,
Field Office Directors shall coordinate the Privacy Act actlvities for
. requests made to Area Offices, :

(4} rs and ers - are responsible for identifying
Privacy Act systems of records r their control,

(5) Systen Managers. System managers are OSMRE officials
designated to ter systems of records under the Privacy &ct. 4As
applicable, each Headquarters Asslstant Director, Assistant Directors,
Eastern and Western Field Operations, Field Office Directors, and Chiefs
of the Headquarters staff offices will select employees to serve as -
system managers. This includes a systems manager for each system of d
. records developed or malntained by a coutractor. See the Departmental
regulations in 43 CFR 2.53.



(1) Establisiment of System of Records. ORRE must subwic to
the Departmental Privacy Act ULLicer, no fewer than ninety calendar days
in advance, any proposal te establigh a new system of records or
significantly revise an exiscing system of records. The ninety calendar
days minimum advance notice is required for any proposal identlfying a
new routine use for an existing system of records. A system may not he
created or significantly revised or a new routine use established without
the publication of & system notice in the Federal Register and reporting
the new ot significantly revised system of records to the Office of
Management and Budget. See Departmental Manusl 383 M 5, Appendix 3, for
detalls, :

{2) System Notice. The Privacy Act requires that a notice be
published in t%iger—ar% describing any system of records that
contains personal informat accesstble by the name of an individual or
by codes or symbols identifying individuals. The notice describes the
system and tells how an individual can inquire to determine if the system
contains personal information on that individual. See 383 IM 5 for more
details.

_ b. Procadures.

{3) . Records Sublect ta the Privacy Act. The Privacy Act
places restrictions on the collection, use. issemination of records
relating to individual perscns. Records are subject to the Privacy Act
1f they contain information about an Individual and are retrievable by
the subject individual's name, coda, symbol, voice print, fingerprints or
other identifier. Individuals are permitted to obtain access to records
relating to them arvl seek revisions of these records if they believe them
to be incorrect. :

{(4) BRestriction on Dissemination of Records. The Privacy Act
prohibits . the disclosure of records contained in a system of tecords to
anyone {including other Federal agencles) without the written permissica
of the person to whom the records relate except as provided in 383 DM 7.2.
as supported by 5 U.8.C. 552a{b), which lists cwelve exceptiona which
permit disclosures without the consent of the individual of record.
Requests for disclosures for computer matching programs should be
carefully reviewed ro detemmine if consent 1s required or if disclosura
would be compatible with the purpose for which tha records were
originally collected.

{5) Safeguardine Records. Protection of personal information,
in systems of records subject to the Privacy Act, may vary between
systems. Each system manager shall:

(a) Develcp guidelines for protecting personal Llnformation
in systems of records he or she is responsible for administering, aad
gubmit them to the OSMRE Privacy Act Officer.
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{b) Post wainings 1in records systm areas to inclu:]e -
access limitations, standerds of condict for emplovees handling Privacy
Act records, and possible criminal penaltigs for violations. n.%ee
Departmental Mam.lal 383 D 8.3A, Illxwtraticm 1 to thé chapter,

() Store mamusl records in locked metal file cabinets or
in a locked room, except when the tvoom is cu::upled by authorized
personnel.

{d) Store computerized records subject to safeguards based
on recommendations of the National Bureau of Standards contained in
"Computer Security Guideline for Implemencing the Privacy Act of 1974"
(FIPS Pub. 41, May 30, 1975),

(e) Malntain Office of Persomnel Mansgemeut personnel
records for administering personnel management programs according to the
secx;rlt}? requirements prescribed in OPM's regulations (5 CFR 293,106 and
167

(f)  Befusa to disclose a record to a third perty or to
an}nne withour clear instructions., Saa 383 ™M 8 for more detdlls for the
malotensnce of appropriste administrative, technical, and phivsical
safeguards to insure the security and mnﬂdentiality of records and
protect against hazards to thelr integrity.

: (6) Conduct of loves, Al) OSMRE emploveass with acress to a
system of records s aware of the requirements of the Act (5 U.S.C,
522a(e)), Departmental regulations 43 CFR 2.52 and 383 IM 9 concerning
the handiing, disclosure, and alteration of such records and the )
possibility of e¢riminal penaltiea for improper disclosures.

() Re ivenass to Pri Aot sts. The Privacy Act
guaranteas Ind uals ri of access to records or to cbtain
any information pertaining to them which is con-ained in a system of
records, and to review the records and have copies made of all or any
part chereot.

(a) Requests shall be in writing. However, an oral
request way be honc ne system manager as a matter of
administrative discretion.

{b) Notification and Access Requests., Systems managers
shiould promprly advise inquirers as to thelr requests for notification of
the exiscence of records pertaining to them, and requests to Inspect
records, 1f any exist.
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{¢) Exemption Criteris for Denying Notification of Access.
System managers responsible for an exempted gystem ghall document the
criceria used in denying requests for notifleation of sccess and report
their actions to the Privacy Act Officer. L

{(d) Amendment of Records. An initial decisicn on a
petition for amendment shall be made Dy the system manager responsible
for the system of records containing the challenged record and mmst, if
he or she declines to amend the record as requestad, be concurred with by
the OSMRE Privacy Act Qfflcer and the Director of OSMRE or his designee.
The petition must be acknowledged in writing within ten working days of
receipt, Lf proceasing is not completed. The decision to accept or
reject the peticion must be made within no more than 30 working days.

{e)} Norification, Access, Petition Denisls. A request
regarding a record may be denied If the record was coapiled in reascmable
anticipation of a civil action or proceeding, or if the record is
contained in a system of records which has been excepted from the access
provisions of the Privacy Act by rulemaking. Denials recomrended Dy a
system manager must receive the concurrence of the Privacy Act Officer
and the Director of OSMRE or his designee, See 43 CFR 2.60-2.77 and
383 M 6 for more detall concerning notification scress end amendment:
procadures. :

(8) Feeg. Unless waived, uniform fees shall be charged for
document duplication costs, incurved in responding to Privacy Act
requests for access to records. No fee may be charped for searching for
or reviewing a record in vesponse to a Privacy Act request. See 43 CFR
2.64{d), Appendix A, for specific charges and criteria for waiving or
reducing fees. )

(%) Account for Disclosure. System managers shall maintain
records of disclosures vacy Act systems ourside of the
Department of the Interlor. The record should be maintained for five
years or the life of the records, whichever is longer, after the
disclosure for which the accounting is made. BRecord the date, nature and
purpose of each disclosure of a record te any person or to another agency
and the name and address of the person or agency to whom the disclosure
was made. See 43 CFR 2.57 for more detaills,
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(10} = Anmual Repoert. OSMRE ik required to report to the
Department on its calendar year activities relating to the Privacy Acr in
order to provide data required by OMB; Circuler No., 2-108 revised. Ses
383 DM 6.10 for specific details.

- {a) System Managers. Esch system manager will maintain a
racerd of the activities of hls or her system and send it 6o the OSHRE
Privacy Act Officer along with the narrative statement discussed beleow.
The system managers will also prepare statements justifving the
clreumstances for invoking exemptions for requests for notifilcation and
access.  Also to be reported are statements on actions taken to comply

with the Act and experience with the Act.

_ {b) Narrativwe Format,

1 System managers shall send thelr reports to the
Privacy Act Qfficer in accordance with OMB requirements as they are
published, :

2 The Privacy Act Officer, after reviewing and
consolidating, will submit the report to the Departmental Privacy dct
Officer, Qffice of the Assistant Secretary for Pcli.n:yf Budget and
Administration, for consclidation into the Department's report to CMB.

c. Rnuti.ng, Contrelling and Disclasing Requested Documents.,
(1) Headquarters OSMRE Mail Room.

(a) FEnvelopes received and marked "Privacy Act In M
Date stamps emvelope elivers uncpened to Privacy Act cer,

(b} Other mail received and not marked "Privacy Act

Inquiry,"

. 1 Addressee opens envelopes, scans contents, and
determines application to Privacy Act. -

2 Stamps date and "Privacy Act Inquiry'' on ervelope
and contents, and delivers to the Privacy Act Officer.
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(2) :Aésistant' Privacy Act foicer:'.

{a) Receives J.nquir}r from Privacy Act Officer.

1 Reviews contents, determines appropriate systems
manager . :

2 Prepares’ and attaches form containing routing,
due date and other appmpmte Lnstructions.

3  Posts in control log and forwards to system
MANAZETS ,

{b) Raceives teleﬁ.m advica an receipt of an
uncuntrolled '"Privacy ACt INQUITY ' Lrom & System managet.

1 Determines that appropriate system mamger has
inquiry, or requests that inquiry be delivered to Privacy Act Officer,

2 Prepares instruction form and sends to
appropriate system manager for attackment to inquiry,

2 Posts in control log.
(3} Syst:Em Hanager

(a) Receives inquirv via Privacy Act Officer, Posts in
log and acts on inquiry.

| (b) Beceives inquiry not cleared through Privacy Act

Dfficer.
1  Informs Privacy Act Officer.

2 If Privacy Act Officer advises systeu: manager
that he or she is the actmn office:

&  Stamps dete and "Privacy Act Inquiry'' on
document ,

o

Posts in log.

& Artaches instructicn form to inquir'v upon
receipt from the Privacy Act Officer.

d  Acts on inquiry.
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g If advised that ha or gha.is.._yc the agtion.
officer, delivers the inquiry to the Privacy Acc-Offiter. )

4 If document s to be ided with no fee
requived, prepares and signs Tetter addressed to the requester, within 10
ays, advising that the document is enclosed or advises that the. document
will be forwarded within 30 days.

3 If document 1s to be provided with fee required,
he or she may decide to sen unent ana note amount o ue or may
advise that the document is available at a fee covering the cost of .
reproduction, ' :

_ _E}_ If access teo svstem of records is to be
permitted, advises rvequester. :

d. __De:nial racomendation process.

(1) Sﬂ;tan man%ef recommends denidl. A memorandum is prepared
which documents enial crite - the gystem manager confers with
the Privacy Act Officer. The Privacy Act Officer should seek the advice
of the Solicitor's Office with regard to recommendations for denial.

{2} Privac¥ Act Officer concurs in the denial recorrendaticn,
If the Privacy Act Cer Concurs the system manager s re tion
for denial, the requested document will not be made avallsble to tha
requester. _

(3) Privacy Act Officer does not concur in the denial
recommendation. LE the Privacy Act OLficer does not concur 1a the gvaten
mansger' s recommendation for denial, the requested document will be made
available to the requester.

(4) Director or his des concurs In dealal, If the
Director or his A COTCUrS aying the request, he or she 51
4 letrer to the requester. The officlal file is sent to the Privacy Act
Cfficer for contrel and custody with a copy of the letter to the gystem

mandager,

(5} Director or his des does not concur in the denial., If

the Director or nis designee negates 1al recommendation, or she

so indicates on the letter. The file is returred to the system manager
via the Privacy Act Officer, and a letter is prepared relessing the
document or advlsing that it will be aveilable when reproduced.



{6} System er takes action to release document. Upon
release of document, the o fal record is sent to the vacy Act
Officer.

{(7) Privacy Act QOfficer. The case status is logged and filed
In & closed ot suspense file, as appropriate.

{8) System m on receipt of the authorlzation, flles
request and se?r‘éﬁ'fﬂﬁ_ﬂle to the Privacy Act Officer,

e, Privacy Act Officer files official case in z closed fils.

%, Reporting Reguiremenrs. Annusl Report. As necessary, Priv Act
Liaison Officers and the Headquerters, Divisions of Persomnel will
conduct reviews £o easure compliance unit che provisions of this
directive.

5. References. Privacy Act of 1974 (P.L. 93-579), Departmental
Regulaclons, Part 2, 43 CFR 2,46-2.79, 5 CFR 294 and 297, Departmental

Manual part 383 Pﬂl].cy and Procedures for Implementing the Privacy Act
of 1974,

5. Effect on Other Documents. Supersedes ADS-1 dated March 22, 1984.
Should be used in conmjunction with OSMRE Directive INF-3, Freedom of
Information Act.

7. Effective Dete. Date of Igsuance.

8. Contsct. Division of Persomnel, Branch of Personnel Policy and
Evaluation, (FIS/202) 343-1019.
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